BOOK AND VIDEO SITES:
WHDO’S PEEKING OVER
YOUR SHOULDER?

AN ONLINE PRIVACY FACT SHEET FROM THE ACLU

THE MORE YOU READ AND WATCH ONLINE,
THE MORE DIGITAL FOOTPRINTS YOU LEAVE BEHIND

INFORMATION ABOUT WHAT YOU WATCH AND READ ONLINE IS VALUABLE

Online book and video sites are an amazing way to learn about anything and everything. But the videos you watch and the
books you read can say a lot about your interests, hobbies, habits, and concerns. And outdated privacy laws, written before
the Internet even existed, mean that all this personal information isn’t being properly protected from prying eyes. Don’t pay
for cloud computing by giving up control of your personal information. Demand a privacy upgrade. Demand your
dotRights.

YOU’'RE WATCHING—AND COMPANIES ARE PEEKING

When you read a book at the library or watch a movie from your video collection at home, nobody tracks what you're doing.
But when you read or watch online, it's harder to be sure. The service you use can record which pages you read, what videos
you watch, how often, and for how long you watch them. It might use this profile for targeted advertising, or even share this
information with others. And you might not even know any of this is happening.

YOU’'RE READING—AND THE GOVERNMENT IS PEEKING

Records of the books you read and the videos you watch are a treasure trove of information about your interests and concerns.
But while records at the video store or local library are protected by strong privacy laws, the same protections may not apply

to online books and videos. Rather than getting permission from a judge, the government says it can just ask online book and
video sites (not you directly!) to hand over information about you and what you read or watch.

DEMAND THE RIGHT TO READ AND WATCH IN PEACGE

You deserve to be able to watch videos and read books online without having to worry that your information will end up being
used in ways you never intended or imagined. It’s time to upgrade privacy laws to keep our personal information safe. It’s
time to stop paying for new technology with our privacy. It's time to Demand our dotRights!

LEARN MORE: VISIT DOTRIGHTS.ORG TO LEARN MORE AND TO SIGN UP FOR
DOTRIGHTS UPDATES.

SPREAD THE WORD: SEND AN E-CARD TO A FRIEND, FIND US ON FACEBOOK,
FOLLOW US ON TWITTER.

TAKE ACTION: DEMAND THAT COMPANIES TELL YOU WHO’S
GETTING THEIR HANDS ON YOUR INFORMATION AND THAT

LAWMAKERS UPDATE PRIVACY LAW.
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